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Abstract- The evolution of mobile technology, the
popularization of tablets and smartphones, the daily data
generated by industries, large organizations, and research
institutes, and the rapid growth of social media have all
created unprecedented amounts of data. Different types of
data with different levels of complexity are being
generated at different speeds. The term big data has
emerged from the huge increase in data storage and
processing requirements. However, the use of traditional
databases poses potential problems for processing and
storage of this huge data and he has no ability to withstand
the weather, and we are in dire need of new technology to
store and manage our voluminous data in a good way. in
order to respond to this demand a next-generation of
storage and management systems are designed and
implemented to this large data. These current technologies
(Hadoop and MySQL) had a great deal of credit in
addressing the problem of storing large data, but
nevertheless it faces some challenges and cannot keep pace
with this increasing exponentially of data. This is what
prompted us to make more improvements to the current
technology like the random enhanced HDFS system
(REHDFS), as well as to search for more efficient and
permanent storage solution like DNA synthetic to face the
future generation of data. The objectives of this paper are
to present the two future storage solutions with the
advantages and values-added by both approaches.

Keywords: Big Data, Data Storage, Hadoop, NoSQL,
HDFS, REHDFS, DNA Synthetic.

1. INTRODUCTION

Since the origin of mankind, man has never stopped
leaving written traces, they come from rock art, the first
form of writing known to mankind 40,000 years ago. This
art has consisted of engraving and painting on walls.
Remains of the cave of Lascaux, Combarelles are still not
kept. Writing is the most important means of
communication that allows us to transmit, share our
remains, our knowledge, and the whole experience of the
history of Man and his environment to future generations.
Today, in the 21st century, we are overwhelmed by a mass
of data with a constant and growing flow.
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The rise in digital storage is increasing at an
exponential rate, but traditional storage media’s capacity is
insufficient., posing a major challenge for today's data
centers and storage technologies. To meet the increasing
demands for important data storage and processing,
advance of big data platforms had resulted in creation of
different tools, products, and database systems [1-3].

Data storage encompasses all media able of storing
numerical data. This holds true for entirely forms of media.
Hard disks, floppy disks, and even SSDs are examples of
media. It is free to use for personal purposes (documents,
music, photos, etc.) [4]. Increase of big data [5] has
resulted in a rapid increase in global data volumes, creating
new opportunities in a variety of fields like scientific
research, finance, business, and medicine. We would be
able to perform prediction or trend analysis, establish
profiles, anticipate hazards, and follow events in real time.
The fundamental challenge with big data is locating
technology that could store and analyze enormous
volumes of data so that information can be examined and
extracted. Several solution suppliers provide out-of-the-
box large data management solutions [6-11].

For Big Computational and Storage Systems, Hadoop
has become the de facto industry standard [12]. Hadoop is
based on a distributed data system that saves data in a
specified format and a parallel processing idea that uses a
cluster of computers to operate the Map-Reduce
processing paradigm [13]. With a simple computational
model, the framework is extremely scalable and fault
resistant. In recent years, NoSQL technology has gained in
popularity [14], and data storage differs from standard
SQL databases, with each form of NoSQL database having
its unique data storage needs. The NoSQL is a new class
of data storage systems that support Big Data, many of
which sacrifice query power and consistency guarantees to
provide horizontal scalability and superior availability for
relational databases. The work [54] compares traditional
data storage and technologies, and summarizes the various
future challenges facing these technologies.

Although all these developments and efforts have been
made to invent methods and technologies to solve the
problem of big data management and storage, all these
existing technologies are still incomplete and still need to
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be improved, but in the future, when faced with such a
large amount of data, they will lose their effectiveness. For
example, the Hadoop HDFS system lacks several features.
It only allows users to perform sequential operations, and
does not allow random operations. In order to save time
and efficiency, there is a great concern to look for a
solution to these problems, either by developing and
adding a smart touch to the available technologies
(Hadoop and REHDFS) or by discovering solutions
efficient in another domain for example chemistry
(synthetic DNA).

The paper is devoted to the analysis of two approaches
that have the objective of improving the process of storage
and management of Big Data. The primary solution is an
improved HDFS (REHDFS) that investigates various
block placement and read strategies, supplying a scalable
and a load-based block connection strategy to outperform
other strategies. More reading and random writing features
depending on the primary solution is an improved HDFS
(REHDFS) that investigates various block placement and
read strategies, supplying a scalable and a load-based
block connection strategy to outperform other strategies.
More reading and random writing features depending on
optimistic and pessimistic models the other solution is
DNA strands, which have demonstrated unbelievable
storage power of several G bits in a perfectly consistent
manner and could be the answer to store a highest amount
of data in a minimum amount of space.

This paper's sections are organized as follows: The first
part provides an overview of the research. Section 2 gives
an overview of huge data, these storage issues, and
Hadoop's representation (HDFS) technology. Section 3
presents REHDFS (Random Enhanced HDFS) as an
enhanced solution for a simple HDFS system and its added
value. Section 4 serves to introduce synthetic DNA as
novel type of big data storage and a encouraging solution
to efficiently preserve our data in long term with a
comparison of DNA storage and REHDFS system.

2. RELATED WORK

The volume of enormous and complicated data is
gradually expanding with the growth of Internet usage and
the huge growth of the information business. Data
generated has increased exponentially, with large data
volumes and different structures, far exceeding the
capacity of traditional storage devices. The operation of
identifying, storing, and processing unstructured data has
become a major challenge [15]. The Big data challenge has
become more complex with noisy, sparse and
heterogeneous data. As the need for improved
technologies that could also efficiently process big
volumes of data in a short amount of time grows, so does
the desire for innovative systems that can store vast
amounts of data.

The paper [16] have developed a big data storage
optimization method for device health monitoring based
on the Hadoop cloud computing platform. This research
aims to provide a consistent hashing algorithm across
multiple copies to ensure the relevance of monitoring data,
and to use adaptive searchable encryption schemes for

storage optimization. This study results of indicate that this
approach to safeguarding equipment monitoring data can
be effectively used in practice to guarantee the security of
Ex equipment monitoring data.

Another study [17] describes new Hadoop Archive,
which is centered on Hadoop Archive (HAR) and intends
to enhance the accuracy of obtaining minor files in HDFS
and improve metadata memory usage. In addition, it
extends the functionality of HAR to allow the insertion of
additional files into existing archive files.

The authors of [18] suggests an optimum file
placement method based on Hadoop Statistical Workload
Injector for MapReduce (SWIM). The process utilizes real
workloads to evaluate a technique for optimal file
placement in storage in terms of improving 1/O
performance in Hadoop. Various 1/O scenarios for some
SWIM jobs are examined. Then look at the 1/0 patterns of
a few SWIM jobs. In order to meet storage needs,
researchers have offered a new storing method data. One
of the new techniques of entering data in DNA is a process
known as genetic data storage. The principle objective of
this study [19] is introducing DNA as an excellent data
storage method and to address the two main problems
associated with it. The first one is the extraction of
genomic data, which is a very tedious process, although
improvements can be expected. The second is the cost
factor, as such technology can be very attractive, so the
cost will increase.

Researchers in [20] conducted multiple experiments to
estimate the artificial aging of DNA. They stored
information in encapsulated DNA fragments with error-
correcting codes, the aging process is then accelerated by
exposing the mixture to very severe conditions (such as
high temperature). By tracking the results of the Kinetic
degradation over time, the researchers were able to recover
the original information. According to this experiment,
artificial aging is equivalent to 2000 years in Central
Europe.

3. BACKGROUND

3.1. Big Data

Big data necessity profitable and new methods of
information processing in order to provide improved
understanding, production, and automating of decision-
making procedures. Big data has immense promise in
industry and it has the ability to permanently alter the way
businesses make choices and perform research in a variety
of fields [22].

The amount, diversity, and velocity of big data are
increased. Data that is large in volume, arrives quickly, and
is diverse in kind, comprising both organized and
unstructured data [23]. The quantity of data from various
input resources that rises each second is referred to as data
volume [25]. Variety refers to all sorts of data that have
experienced significant changes in classical structured
data analysis needs as part of the decision-making and
understanding process. The pace during which data is
created and processed is referred to as velocity.
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Data storage is the process by which a computer system
archives, organizes, and shares the information that makes
up the things we use every day; it provides a physical space
for all applications to store and access all their data. This
data will be used by different types of applications,
including standalone desktop applications, web
applications, mobile applications, etc. [25]. There are
many methods or technologies that can store, manage and
access this data. These methods or technologies will
continue to evolve with new inventions and technological
breakthroughs.

In recent years, the amount of data generated daily by
industries, networks, e-commerce, large organizations,
and research institutes has increased at an alarming rate.
Storing, managing and retrieving this big data is the most
important task, not only for analysis purposes, but also in
compliance with laws and service level agreements for
data protection and retention. The challenges related to big
data storage and processing challenges include [26]: data
capture, data storing, data search, data share and data
analysis.

3.2. Hadoop Distributed File System

Apache Hadoop is the most prominent free and open-
source system in data storage, processing, and analytics
sector due to its easy and cost-effectiveness. Hadoop is
composed of 2 main components: an HDFS storage
component and a MapReduce processing component.

HDFS is an excellent Big Data storage solution. Its
capabilities include the potential to save terabytes or even
petabytes of data due to its enormous capacity and
dependability. Combining this approach with YARN
improves the HDFS Hadoop cluster's data management
capabilities, allowing it to handle large amounts of data
effectively. This section details the HDFS file system and
compares it to the improved REHDFS file system, as well
as its additional features.

3.2.1. Functionality and Architecture

We need a robust file system in the digital age to
efficiently store created data and huge files. Faster data
transport implies that dispersed systems can be used more
effectively. Hadoop Distributed File Solution (HDFS),
which runs on commodity hardware clusters, become the
more popular high bandwidth, efficiency system for
continual Big Data storage because of its availability [27].
HDFS is used to store any type of dataset that is required
to run multiple user products to make business intelligence
choices [32].

A master server and multiple slave servers are set up in
HDFS (Data nodes). The master server is a name node that
manages the file system name-space and client access to
different files stored in the file system, whereas the slave
server is made up of data nodes which actually store the
data files. The design is fault-tolerant and scalable [28].
The core method for HDFS fault tolerance is data
replication, which allows each block of data to be
duplicated across several Data Nodes (replication factor by
default is 3).
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Each HDFS file is made up of blocks (block size by
default is 64 MB). When an HDFS client requests that a
file be opened in write mode, the NameNode creates a
block with a unique ID and selects which DataNodes will
host a copy of the block. A pipeline is formed by the Data
Nodes [29]. The client pushes the data to the next Data
Node in the pipeline after writing the block of data to the
first Data Node. Bytes are delivered through the pipeline
as a series of packets. After the acknowledgement is
received in the pipeline, it is written to the Data Node.
When all replicas have been written properly, the client
requests that the NameNode write the next block.

3.2.2. HDFS Difficulties

Users can contribute files to HDFS on a regular basis.
If a client wants to update a single byte in a file, they must
first create a new file, then replace the old one. Consider
the case below: A development team should be able to
handle a high number of project files. These files can be
modified by any project member and should be easily
accessible and fail-safe, therefore maintaining consistency
is essential. The members of the team employ a range of
file processing software. Standard 1/O operations such as
write(), read(), seek(), and others are supported by the
project's technologies. For file management, random read
and compose routines are required [30].

4. PRACTICAL STUDY OF REHDFS

During large-scale data processing, random queries
become increasingly important. Unfortunately, random
write operations have many drawbacks in HDSF while
ensuring data consistency. To solve this issue, we try to
provide a solution that improves HDFS performance while
writing files randomly [31].

In this section we present the improved HDFS system
(REHDFS) with its architecture, its additional
functionality and also the two models to operate the
arbitrary write operation (pessimistic and optimistic).

4.1. REHDFS Design and Features
The REHDFS is shown in Figure 1. The main
components of this architecture are almost the same as

HDFS, except that new component are added to meet new
functions (lock/validation manager and cache module).

NameNode Metadata(Name, replicat
i Secondary
NameNode
metadata
i Metadata ops

Read a block Write a block

Lock Validation
@ @

Read a block
Read a block

E2ED
" cache

a block
Figure 1. Extended HDFS architecture based on RMI

Manager

Acquire/ Release the lock
Register/unregister a client
Save modified blocks
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A new component named Lock/Validation Manager
was introduced to the HDFS design to facilitate random
writing operations. For random write operations, the
component  provides two models (optimistic and
pessimistic). Difference between the two systems is the
lock acquisition. Clients need first obtain a lock from the
lock/validation manager when using the pessimistic
model. The optimistic technique, on the other hand, allows
the client to change file cache blocks without acquiring
locks. The next part [30] will go into the specifics of these
two models.

The client retrieves a block from the data node, which
is stored in the cache module to make retrieving the block
easier. If the client's requested block is in cache, it is given
to them. Otherwise, the block is cached, and the client
receives a copy from the data node that hosts it. The cache
block relating to the alteration is updated when a client
updates a specific segment of a file. In addition, the cache
module keeps track of which blocks have been modified
by the client.

4.2. Arbitrary Write

For the basic HDFS system, storing a file is as follows,
the file must first be partitioned into one or more blocks,
with each block duplicated over several data nodes. These
replicas complicate random write operations, which HDFS
does not handle. Through two additional templates,
REHDFS uses two models for implementing random
writes. Optimistic or pessimistic approaches to random
writing might be used.

The FLPM (File Level Lock with Pessimistic Model),
State diagram of a file in the pessimistic model is
presented in Figure 2.

Closed

Close()[no other
client]/register with LM

Close([other active chelﬂ/

Opzned )

Open(w)

Open(r)lreg)ster
with LM

Close()[no other client]

\

’\ Locked
—

Read or write

Open(W)/[no veteo]

Close()[active client(s)]/save

Open(W)/[vetoed ln a changes,refresh clients

client]

Figure 2. Pessimistic Model diagram

In pessimistic design, we can find a file in three states:
closed, open and locked. Each file starts in a closed state.
If a client wishes to modify or write to a file, it must obtain
the agreement of all clients operating on the file and
registers with the lock manager (LM) [30]. If one of the
clients rejects the request with a veto, the write operation
fails and the status of the file becomes locked. The file's
state switches to closed (since no other client reads it) or
open (when another client reads it) when the client who
holds the lock requests that it be closed () (when the file is
read by client). The close () request from the lock
management owner transmits an update request to all
clients.
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When a client tries to make a file, it first tries to register
with lock management system. The manager examines the
file to determine if it is locked by some other user. If this
is not the case, the open request will be fulfilled.

As a leader, the lock manager is responsible for
responding to client requests, creating lists of active
clients, issuing locks to requesting clients, deleting clients
after the lease expires, logging changed blocks, and
notifying active clients of changes [30]. Optimistic
Modeling with File-Level Consistency:

The state diagram of the optimistic model displays the
client's four states: inactive, registered (with validation
manager), update (with reading block), and attempting to
save the updated block.

Idle
Openrv) // 7

= e

Validation failed/refresh
cache, deregister with VM

~

Register

Read()or write()

Close()[no changes made]

Validation
succeded/deregister with VM

\

Close()[modified the content]

Update

iy

Read(Jor write()

Save

Figure 3. Diagram of the Optimistic Model

A file’s first state is inactive. If a user opens a file, it
goes into backup mode, logs a callback to
manager Verification (VM), and gets a unique timestamp
from the VM. When the client receives the block, it enters
the updated state and alters it as needed. The validator
manager verifies the changes after closing () the user from
such an update phase to an inert phase (if the client hasn't
modified any blocks) or a save state (if client has altered
one or more blocks). The validation succeeds and the
changed block is saved [30] if a client has lowest
timestamp value or if no other user reacts on the file.

In REHDFS, a single component named Lock-
Validation Manager handles both the validator manager
and the lock manager.

4.3. FLPM vs. OMFC

To make modifications to a file using pessimistic
model (FLPM), user must first get a lock on the file. The
deadlock problem is experienced in this architecture while
a set of customers desires to alter a collection of files and
requests locks. In optimistic model (OMFC), on the other
hand, any clients with authorization to alter blocks can do
so in their own caches, and the client's changes with the
earliest timestamp are stored. When numerous clients are
executing on the same file, the OMFC model performs
better than the FLPM model.

5. DNA SYNTHETIC AS A DATA STORAGE
MEDIUM
The quantity of data created today greatly surpasses the
storage capability of our technology, and the world is on
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the verge of a data storage disaster. Despite significant
advancements in classical data storage technologies, the
advent of energy conservation and Big Data platforms
concerns provide new difficulties to the storage industry
[33]. Researchers have developed a novel data storage
approach termed “genetic data storage” to answer this
pressing demand for new storage technologies.
Deoxyribonucleic acid (DNA) has shown to be a viable
Big Data storage medium due to its high density, massive
store capacity, and long-term stability [21] and [34]. The
predicted information density of four nucleotides (adenine
(A), thymine (T), cytosine (C), and guanine (G) [35]) is
roughly 1018 B/mm?, and the storage capacity is double
binary.

5.1. The DNA Molecule

Deoxyribonucleic acid, or DNA, is a naturally
occurring storage molecule that contains genetic
information. It is the recommended resolution for
processing vast volumes of data because of its enormous
sequence, which is compacted into an exciting task [36].
The DNA sequence holds the expression information of
many species [37] and [39], and its storage system is nearly
identical to that of a digital CD, with information stored in
the ground and mines indicated by 0 and 1 in the spiral
footprint. [38] clearly shows potentiality of DNA like a
hard disk.

In creatures, DNA has the same structure, consisting of
two strands coiled in a helix. DNA double helix is made
up of two strands, each of which is made up of nucleotides.
Sugar (deoxyribose), phosphoric acid, and nitrogenous
bases are the three constituents that make up each
nucleotide. Adenine, which could be marked (A), thymine,
which could be marked (T), cytosine, which could be noted
(C), and guanine, which could be noted (G) are four types
of nitrogenous bases with the chemical characteristics of
bases [40].

Cell
chromosome

Adenine Kernel
mmm  Thymine
s Cytosine
s Guanine
.

Rolled DNA
Nucleotide

Sugar phosphate
backbone

Figure 4. DNA molecule and double Helix structure

5.2. Data Storage on Synthesized DNA

Computer data is stored in binary form as 0 and 1 [51-
53], but the information in DNA is stored as four basic
components, not binary files. These components are
adenine, thymine, cytosine and guanine, which are labeled
A, T, Cand G [41]. In most cases, the technique of saving
digital data in DNA is carried out. in stages to transform
that data to make it more suitable for DNA storage.

An encoder converts a binary string into a DNA
oligonucleotide, a DNA synthesizer creates a strand that
encrypts the data to be saved in DNA, a DNA sequencer
reads the strand, and a decoder converts DNA Strings back
into numerical data [42, 43]. The essential processes for
saving and recovering numerical data to / from DNA
storage are presented and detailed in this section.

Encoding Synthesis

E
CAAGT
TG GG G

Base Sequence

@m:; Conversion | 01111001 01101111

' 01110101 00100000

ﬁ 01110010 01101111

C;,\ 01100011 01101011
Binary Code

v
i Storage
‘o,

Data File

.

Sequence information

Figure 5. Overview of DNA data storage system

Data encoding into the DNA sequence: The first stage
in storing DNA data is encoding. It turns readable or
visible materials into a binary language comprising 0 and
1, and then uses computer techniques to translate that
binary information into DNA nucleotide sequences
utilizing the four bases (A, C, G, and T) instead of 0 and 1.
Every base could be characterized by two bits, resulting in
four distinct options and 16 potential DNA base pair
combinations, for example (AT is 00, GC is 01, TA is 10,
and CG is 16). [44] for 11.DNA synthesis (writing): After
encoding binary data and producing DNA sequences, they
should be written to DNA molecules, often in the form of
100 to 200 NT strands. Chemically produced single-
stranded DNA sequences are possible [43, 44]. Each
nucleotide is joined to the nucleotide next to it, according
with numerical sequence data. Artificial DNA synthesis,
on the other hand, has a 99 percent efficiency and a 1%
mistake rate. This code-based protocol takes text files with
lines and decodes the data into digital files that may be
saved.

* DNA Sequencing: We presume that a tube has millions
of distinct DNA strands. All of the DNA must be
sequenced in order to retrieve the digital data and return it
to its original form. The method of reading DNA
sequences to digital sequences is known as DNA
sequencing. Extract droplets from DNA tube and
using PCR to increase the targeted DNA strand as the first
step in reading the targeted DNA strand. In PCR, we need
to introduce a certain primer pair and use it to repeat the
DNA string [45].

« Decoding Information: Decoding is the final step in DNA
storage. The sequence is generated and sent back to the
decoder, which uses another computer algorithm with
reverse coding function to decode the DNA sequence into
binary language

5.3. DNA Storage Technology’s Potential

As previously said, we are confronted with massive
data storage issues as the world's data rises dramatically.
DNA can be employed as a prospective solution to these
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storage challenges because of its high density, replication
efficiency, endurance, and long-term stability [46]. In
2011, IBM completed the construction of a complete data
center with a storage ability of around 100 PB. Due to its
high density, DNA can store a big quantity of data in a little
amount of area as a data storage medium. At its theoretical
maximum, one gram of DNA can store 200 PB of data,
which is over double the capacity of IBM's entire data
center [47].

DNA medium can store information for a long period
due to its excellent resilience. Scientists read the DNA of
a horse which had lived for 700,000 years in 2013. This
DNA has been frozen in less-than-ideal conditions, yet it
is still robust enough to be sequenced completely. DNA is
stable at a broad range of temperatures, ranging from
-800 to 800 °C [48]. As a result, DNA medium can sustain
data integrity for an extended period of time.

5.4. DNA Storage Technology’s Challenges

DNA may become a possible and promising medium
for numerical data storage due to its unique features when
compared to standard media [49]. However, Before DNA
can be monetized, there is still a long way to go. High
prices, low throughput, restricted access to data storage,
short synthetic DNA fragments, and synthesis and
sequencing error rates are only a few of the issues we
confront [50].

5.5. Big Data Storage Options in the Future: Synthetic
DNA or the REHDFS System

Synthetic DNA can address rising data storage
demands since it has a large capacity, is nearly
indestructible, and is energy efficient. It becomes the
greatest contender to tackle future big data
storing difficulties as a result of these properties. The table
below compares the two systems (REHDFS and DNA) on
a number of criteria and shows that DNA store is the better
option.

Table 1. Comparison of the REHDFS storage and DNA storage

System
Synthetic DNA REHDFS system
Properties
HDFS clusters could
DNA data storage include at least one
storage

name node, with
storage spread over
numerous data nodes

architecture is based on

architecture .
nucleotide sequences

Density of DNA is about ten

million times greater than storage capacity

Information that of the best traditional
. - can thus reach
density systems. DNA can in several petabytes
principle store half Zo of
information per gram (g)
The longevity of DNA is
approximately ten thousand As a midrange
times that of traditional hardware the
Longevity media. DNA molecules over system commonly

560,000 years old have been
analyzed from historical
samples

has a lifespan of
three to five years

6. CONCLUSION

The globe has seen rapid data expansion in recent
years. The difficulty of large data storage is getting
increasingly difficult with the introduction of big data,
mobile apps, social media, and megadata analysis
programs. IN order to properly determine the growth rate,
the appropriate storage device must be selected. Capacity,
performance, throughput, cost, scalability, and reliability
are important factors in selecting an ideal storage solution
system, as Big Data storage and management methods can
significantly affect the entire organization. Among the
solutions we need to focus on now are improvements to
current technology, as well as finding more efficient
alternatives solutions to address future Big Data storage
challenges.

The REHFD (Random Enhanced HDFS) is one of the
enhancements to HDFS. With the new components,
REHDFS is able to perform other functions, such as
random read and write operations, based on the two
pessimistic and optimistic models detailed in this paper.
The second solution proposed in this paper is DNA storage
technology. We can store big volumes of data in a little
amount of space using persistent information storage
systems. DNA data storage became one of the many
forward techniques for long-term information storage due
to its extraordinarily high density and long-term
preservation. Unlike conventional storage, which limits
the format in which encoded data can be stored. Two
biological restrictions apply to the stored data in DNA
storage system.
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